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University, 15 Karnjanavanich Rd., Hat Yai, Songkhla 90110
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a) Creates value

b) Integral part of
organizational processes

c) Part of decision making

d) Explicitly addresses
uncertainty

e) Systematic, structured
and timely

f) Based on the best
available information

g) Tailored

h) Takes human and
cultural factors into
account

i) Transparent and inclusive

j) Dynamic, iterative and
responsive to change

k) Facilitates continual
improvement and
enhancement of the
organization

Principles

Mandate
and

commitment

!

Design of
framework
for managing risk

Continual
improvement
of the
framework

Implementing
risk
management

Monitoring
and review
of the
framework

Framework

Communication and consultation

A4

l—> Establishing the context

Risk assessment|

F 3

:I Risk identification

h 4

Risk analysis

h 4

|

:: Risk evaluation

v

Risk treatment

v

Monitoring and review

Process
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MERGE ansaume U jneieeday 1 A5 wialedins
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A6.1.5

CONTROLS

Information security in

project management

CHANGE IN
2022
NEW

Information security
requirements analysis and

specification

CONTROLS

Threat Intelligence

MSS in project management

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL
(0]

278

IMPLEMENTATION DESCRIPTION/REFERENCE

MhsnuianINA N BNUEuA TR
Uaanfbiiieades
Tasansauwmalulaansaumareantaeany fvualides
ilsfanssnwanutunsUaeadoansauna sududau
wilslunszuaunisuimsdnnisiasants uagdiuualiing
ApswiuazfvunaudonIsEumTunaen iy
anaune dofinsdamszuvasaumalmivieimunde

HOAINTTUVAITAUMALAN

Inventory of assets

Ownership of assets

Inventory of information and

other associated assets

Ividnydnswdduiiegneliveuiunvessyuunisdnnig
wazdisounisnuniuegeieelaz 1 Ase nedidiu

fjiRnsndndurideastoyadudweminddu

Acceptable use of assets

Handling of assets

Acceptable use of information

and other associated assets

fvuauleuedmsunisldnugunsaiansaumauay
vindauiiientoatunsussnanadeyaluveuumes
STUUNISINNTS BEmIzan wag fvuaulsuielunisly

uningdudszinning 9 audiutunuduvesteyatiu

Return of assets

Return of assets

Wthiindnanlalle
SuiA3eInauRINDS
wiensndauln q 3a
Lilgfinnsviisesiu

nindauln q

Classification of information

Classification of information

fvuanisdadiutunnududeyasautisisnisldnudeya

pudutuveseya

)

Labelling of information

Labelling of information

fvuanisszytumuiuTesioya

Information transfer policies

and procedures

Agreements on information

transfer

Electronic messaging

Information transfer

fvuadsnsmewnsTeyanusiutunmduvestoya
nsdnvhdasnwIn Ny waz dmuanisidnulazas
doyaruBuauaznsldrudunesiln dedsnuooula

waz LINE

Access control policy

Access to networks and

network services

Access control

fmuansmugunsiditieteya uazssuuansaumaly
vauavesszuun1sdanisiiduluedumnzauuaz
annsavniisldianzyanaifianslunisidtiariniu uag

fmuanisruAsNsiditansetireIviIu

User registration and de-

registration

Identity management

fmuanszuaunstunsameleuldanudydgly swuluis
nszvINNEUuAsY uaznsaulydglddmiunineui

Auganisviny

Management of secret
authentication information of

users

Use of secret authentication

information

Password management

system

Authentication information

fvunIsnsuazamAmMITaN1Y fmuadeaiunsldnu
sWanegIUaBniy LagdavinsEuuN1TUINITIANTg
s uiueaUaondy st munlidinsiudeu

sWaN gD

User access provisioning

Review of user access rights

Removal or adjustment of

access rights

Access rights

nslranSE MU account fine 9 axlansviiisudusie

n1sUfIRauviniu fvueseunisasamudncuas U

gl edelios Yaw 1 39 uazimuanszuIunIsenidn

uazUsundsudnsnsidndedeya svuvansaumauasiuil

ddnaudlewinemduganisvien

Information security policy

for supplier relationships

MSS in supplier relationships

Amuniiuluuiglunsuimsinnisglivinsmeuen dq
nanfensmuANUIYs I sl Meuen uarda
gliusnsneuendnludesiunsiu uasaaunuma
suisunintoindrwuesigiamia uazsndeuasdng
TaesjatiumsiunsUaonfoansaumed arusiatiiomne

912 UAZAMNINUINTT

Addressing security within

supplier agreements

Addressing MSS within
supplier agreements

Service Level Agreement (SLA)

avihdeyyriugliuinisnieuendsaseunquderiimundiu

AnusiuAsUaonfuaauLINA

fmualinihssuglivinsiiddasiosdinllidymiseiv

vinsiiaensunsseivdgauinmsiiviiseudlvinugnén

Tusreieign




CONTROLS

Information and
communication technology

supply chain

CHANGE IN
2022
2013 521

CONTROLS

Managing MSS in the
information and
communication technology

(ICT) supply chain

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL
(0]

278

IMPLEMENTATION DESCRIPTION/REFERENCE

fmuauleugligliusnsaeuendesniuaugualviisu
T (Sub-contractor) UftRnmuleune saudisteufjirou
i tosiuamnuiupslaondvansaume n15U3ns

ATUABLTIINNNGINT UAYNITIANTITUIAT BENLATIATA

monitoring and review of

supplier services

managing changes to supplier

services

MERGE

Monitoring, review, and
change management of

supplier services

Amualitinsinniy Usziliuna 59u8an32980un1s
Tiusnsandliuinisnieuen wazdmualvgliuinig
aeupndsandslyimisssudiefinsanidunisidsunias

fionvdmansznunen1siiuinig

Use of cloud computing

service

Liflduins Cloud

Service Tuvauiun

Responsibilities and

procedures

MSS incident management

planning and preparation

fvuaniiiuayauiuiinveu dumeuufudlunisudle
YoyyguRnsaifiinuluszuunisdanis §ndeunnsgu

FPUUMTIANTT

Assessment and decision on

information security events

Assessment and decision on

MSS events

fvuanisiuiiewmanisaiiivinfissyfasedunnuguuse
uagAMILTIRa Wiethluinsanamddyvesvanisal

uazguAnisal

Response to information

security incidents

Response to MSS incidents

fmuansiuiiegtAnisallasiivinisfiunisuiludam
AuNsIaIRuAIEATy nsuAluuazsauTmEng I

wWinthluduiinluwuunesuduiinnsdanisgiinisal

Learning from information

security incidents

Learning from MSS incidents

fmuan1sumugiRnisaliinty, aweueslgmuay

Ansal, Bnsuslawazdaviesdmnuiiisidudenis

UiloguAnisalluswnnlilfodesiniuasivssansam

Collection of evidence

2013

Collection of evidence

fvuauuIeiiineimansluninsgiuszuun1sianag

Planning information security

continuity

MERGE

Implementing information

security continuity

Verify, review and evaluate
information security

continuity

Information security during

disruption

mirpnuiinsnausunseliomgsia uarnsgL
sruumsiansaasiaiiesnagsia Tnefinsanana
shunwasnteasaumadudumiseusuuinseny
sotiioamnagsia wisumieulas wiiiuanu nisinde
suifasruuitelfaonadaatuuuanudeiiiomgsia
wagimuadunaulun svageuwua eIl

uazdinisvedouunuiinaegeieslaz 1 A3

Identification of applicable
legislation and contractual

requirements

MERGE

Regulation of cryptographic

[eelplifel]

MERGE

Legal, statutory, regulatory,

and contractual requirements

swnunguneiigatesiunseuiua sty
migudnvhiiielindueldaeandasiunguing

fainanuazusulanensnguanaliluilagiuediadest

aw 1 A31 lunsdififinsdseandeyaiifissifoulidunie

agrnsanzlunindhsfadeyasioinmeinguuiouay
szifpuiinanneunisdnasdoya Liuusiilunsufifni

fdsena

ICT readiness for business

continuity

migudnvhszuun1sdan1sAIuseLiemngsia uag

uruAsLla NG

Intellectual property rights

Intellectual property rights

fmuauloviglildsmlusunsuiifidvdnsuazgnnguane
whiiu wazimunls ws.u. Sudnslunidusienis

ngineiidesiinisasiamuusuugsiiidutiagunnd

Protection of records

Protection of records

duiinigniaufiu dedevdevhansazufifinueiutu
anudurestoyalutiuiin uazmuiisseznanfinguune

fvun (63

Privacy and protection of
personally identifiable

information

Privacy and protection of
personal identifiable

information (PII)

Ufjiamuuleuienisfuasesteyadiuyanaluseduesdns

Independent review of

information security

Independent review of MSS

fvualiiinsnsiaussifiumelududsesedudeslay
33 Inglifnsavsziliudasenbifidulddndeiuszuy

N159AN1T

Compliance with security

policies and standards

Technical compliance review

Documented operating

procedures

Screening

Compliance with policies,

rules, and standards for MSS

Documented operating

procedures

Screening

fmualiinsnsiassfiumeludulszdedutestas 1
ats Tngldulouneuasuuaufiivesmissmudunmsins
AU IﬂuuiummmmmUﬁﬁammﬁu (CRH]
WRTFIULALTINANANNTSA) RosdanndedsD
wmsgIuanaiimihesuTeuMsusesiiy
5@v77taﬂaﬁ"ﬂ5umauﬂWEUﬁﬁadwumﬂ q fifiaruddy Tu
nsdiJussuuasaumaiidddaliinssrsiundsves

v & o

giledutagiuniermualililuenasmeueniidfiy




CONTROLS

Terms and conditions of
employment

Information security
awareness, education, and

training

CHANGE IN
2022
2013

CONTROLS

Terms and conditions of
employment
MSS awareness, education,

and training

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL
(0]

278

IMPLEMENTATION DESCRIPTION/REFERENCE

nszvauNsInduazadyg91e yranstiduly
auszidousy

a¥nnuaseviin sl uazniseusluFesii
Weadpatuszuunisinnis uaranasguanaliunniingy
sguainaue dannslinmg audhleluszuunisianis
Tituwinauiiieados uazdafundngrunsousslu

iZUUﬂWiHUW\ﬂWJBQBﬂéﬂi

Disciplinary process

Disciplinary process

nsvvaunsuazunasnwn e i dulunusuideuves

Sgiamna

Termination or change of

employment responsibilities

Responsibilities after
termination or change of

employment

Amuauleurediuduainluszavesdnsiunisuimsdnnis

wiinnuiiduannisdeu viefinsiudeuuvaimsdnenu

Confidentiality or

nondisclosure agreements

Confidentiality or non-

disclosure agreements

mhpendailinsannudygviedennasinunissnw

arwduiudiidnlddnide

Teleworking

Remote working

fvuauleuien1snuan1sUf IR URIUATEY
sverlnalasnisidnieszuundenuszsuuesetieszezlng

ansnsnvinldlanedifiansuiniu uazsugungal Firewall

Reporting information

security events

Reporting information

security weaknesses

MSS event reporting

mhenuitemnissenumedndesuayyngeuuas

WAN1TAIYBITTUUNTIANTSHIUNEIaVS BN SANY

Physical security perimeter

Physical security perimeters

fmuauleurenisinwmamudiunsuasndenianienmn
Uszg Wikt a1y uaziuvesguddeya (Data Center) gn
YnrumeTaniifianuduasduse enndenisgnyuiiansg

anunsatestunsyninlaeilslisueusynld

Physical entry controls

Delivery and loading areas

Physical entry

finaszuu Door Access wteldluntsmuasnisidivuil
dniinau wazgudnouRames fnke CCTV fuusion
madndinenu sudniidiyneludnine da
Vnaiilddmiunnssu-dswdauansauwme fu
yaraneuen Wetastunsdfmindauasaumaias

asrnslnglildsuounn

Securing offices, rooms, and

facilities

Securing offices, rooms, and

facilities

lunsdlitlainuszuu Door Access fiosdnliiiinisdendae
nauaarAIUANNIinuINNgRARN T YARATILFTUB IR

YN

Physical Security Monitoring

shednsihsefinnulasasedanienmeuies

YftRnuvesdmiini

Protecting against external

and environmental threats

Protecting against physical and

environmental threats

findaszuudumadluiiuiidnine wazquideya wite

Josiudadde Aadsszuudivemaluiiuiiddnemu uas

Auddeya iiemuaugumgll ANty

Working in secure areas

Working in secure areas

fuauuuiuilunissnvmuduasasadvansaune
memenmlunisidildanuiivievhaulinanzauiu

VIuvweddauivasauaIAny

Clear desk and clear screen

policy

Clear desk and clear screen

fwualilduiesfeanineiniosneuiainesynasie

Tadloildau

Equipment siting and

protection

Equipment siting and

protection

fnsdmnegunsal uardinislesiunisnienmedeiuag

Uaensie

Security of equipment and

assets off-premises

Security of assets off-premises

fualiiinssnwauiuasaendtvesgunsalfildanu

DEUBNDIANT

Management of removable

media

Disposal of media

Physical media transfer

Storage media

ﬁWWUWUIEJU’WEm Wﬁﬂwmmﬁumﬂaa@ﬁumsaummlums

Tendotuiindeyalivuzaunudiutuvesdoyadiog

Tudevuiindeya fmuaduneumaimedetuiindeya
agiuatasndy dvuaulauisaudnedenistudindeya

agiuatasndunudiutunnuduresdoya

Supporting utilities

Supporting utilities

Tszuulosiunsdumarvesnssualndi fsil Generator
uazdlszuu UPS dmsudnelneins szuu Fire alarm uaz
smoke detector 9 9 Wuiwdldsiumduuuiiede

Usydegivieaiem esauaugunsalenns

Cabling security

Cabling security

fnsiuanslnin wazanedoans wonseiuedndaiau

Tnslunsiduaneasiiuuuse panel suvuwuuls




CONTROLS

Equipment maintenance

CHANGE IN
2022

CONTROLS

Equipment maintenance

APPLICABLE
(Y/N)

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL

278

IMPLEMENTATION DESCRIPTION/REFERENCE

1A dwmsuaedoasarldaedyyuuuaedusai
Ihnasgmudiuszansamlunissudsdeya
fvualiiinsuhsssnvimindduansaumacing q a8
asluaue eliindauasaumamaniy amisavieuld

agwrailiaauazagluanmiidanamiouldom

Secure disposal or reuse of

equipment

Secure disposal or re-use of

equipment

fvualyiiuleusviaegunsalnuszautunsgy

Mobile device policy

Unattended user equipment

User end point devices

fvuauleuiaienuauvsetlosiugunsaideansyiia
WA 18U laptop waw mobile phone wazRaAlfsden

whvensuiames Welildldiusseznis

Management of privileged

access rights

Privileged access rights

fvuanszuaunsluntsuimisdansUnydgldnuniiansg

Tnedmesszuulugimundvslunisiditieioya wagld

suszuulunisuszananavesmiesnlvitiosfgavinn

SufusiensufiuRau (Access Matrix)

Information access restriction

Information access restriction

puansidteyaasaumna uagszuvansaumna i
Wulveghaiupaasadt uarannsadhialdianedilasu

oy WYy

Access control to program

source code

Access to source code

laifinsWaunszuulu

YDULIAN1TVDIUTO

Secure log-in procedures

Secure authentication

FnlildunounsinsyuvasaumesgsiunsUanie

Capacity management

Capacity management

fnsudfnsnu Capacity veeszUUUAN 9 N5
TAANUANITAVOIUIN ML OIAUTZNBUTBIUTNNTT

\igane

Controls against malware

Protection against malware

fndalusunsudesiudaws uazdmangiudeyaiiawd

atvaiiaNe dmsuinTositeilisyuuuioinig

Windows

Management of technical

vulnerabilities

Technical compliance review

Management of technical

vulnerabilities

Al nsianudoyatniansiiisdesiudeduinig
wialialuszuuasaumasng q aunumgedwiniunaia
waedsediupudsimesdestwinamadawaitu s
ﬁ’mumuWmiﬂﬁmuamaﬁmﬁaammwmﬁmﬁﬂﬂa‘n uaz
Fervueiesneuitauneslilinissmanunaddmsu
Window OS Tnaedalud® uasfmuauinsnisnsivdeuges
IniszuumelulaBansaumalngldiedosiloaunu

(vulnerability scan) sgnatioetay 1 ASa

Configuration management

fvualiiinsfsAsyuvansaumakargUnsalagng

Yaoasty dnliiinsdrsesnisaeen

Information deletion

T BnsauuasihasasaunamussiutuauaUD g
winzay lunsdhdunisasszuudiinasezlditas image

file UuASRIRBUTIADS

Data masking

dedudusesiinsdweendeyaliunyananiuendite
yuiisanuanysaivesteyaogudtaunsaanguvesdeya

vienaunuedydnwaldula 917 ‘X’ ieuadsdoya

Data leakage prevention

Tolvifinahszfansilnavesdeya

Information backup

Information backup

fmuanszuIumsdesdeyauazyinisdsestoya eg

aniaue

Availability of information

processing facilities

Redundancy of information

processing facilities

Jamnuazfniagunsaiuszinanaansaumedises e
uImsdnnisgunsalsznanaasaumneliiisziuau

wiauldnuiiaenndesiuauioinisniegsivesessins

Event logging

Protection of log information

Administrator and operator

logs

Logging

wmsnsdasiu log Aieatestuasasneuiunestitu
svezianliifesndt 90 u uazasavdeuitisede log wie
arndummnsaifisundviennssuiiinasduetasinane
uazeaiunisidnga log mn%ﬁiﬂﬁ%ﬂawwm uazInlvsl

log TesMsvinnuvepuaTTuLTd Aty

Monitoring activities

fnsisziefanssumifeatesiunisliuinis

Clock Synchronization

Use of privileged utility

programs

Clock synchronization

Use of privileged utility

programs

flapaardmiuiaieswitng (Server) saufianind
poufamesvasynanslureualiamsiuisn

(clock synchronization) ngg1sBsanuvasdoyataanii
oA A

dFeiio
Amunuleuienisldaulusunsuessalsylowd wazns

fuasienisiougnbiinisldaunsedngs




CONTROLS

Installation of software on
operational systems
Restrictions on soft-ware

installation

CHANGE IN

2022
MERGE

8.19

CONTROLS

Installation of software on

operational systems

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION
BL 278
(0]

IMPLEMENTATION DESCRIPTION/REFERENCE

ﬂﬁmu@umﬁmfgwawm'l,n%“lui;:uuﬁ'l,ﬁu%mw%n \fioan
poidssiiagsildsruvasaumaliuinisiudineu
Aoy danisvhaudiiaund vielifaramdenldiu
wavAmuaLazsAnIAnAaTevIALg dwmiugunsal

ansauwALaraUnsallATetnY veemaEa Ty

Network controls

Networks security

Amuauleunglunisuinsdanisssuuinietns

Security of network services

Security of network services

Amuauleurglunisuinsdanisssuuinietneuay
wisusniaietneliaedmivyananisueniidtineu oy
augabidifiaanzdunesidn liamnsadhieszuy

aneluvesamizsanls

Segregation in networks

Segregation of networks

LUSLBNLAS OB SV Infrastructure, Network dmsu

Internet Facing Zone uag Internal Zone

Web filtering

finmsiflszansldanu Interet vosdudmineu

Policy on the use of

cryptographic controls

Key management

Use of cryptography

fvuauleuieuazdefvualunsidnsvadeya wazimua

ulsuglunsuinisdnnisneuasia

Secure development policy

Secure development life cycle

laifinsWaunszuuly

YDULIAN1TVDIUTO

Securing application services

on public networks

MERGE

Protecting application

services transactions

Application security

requirements

laifinsWaunszuuly

YPULIAN1TVDIUTO

Application redundancy and

resiliency requirements

laifinsWaunszuulu

YDULIAN1TVDIUTO

Application’s SLA

nsdlfunmsldszuvansaumeluguuuy Subscription fla
Andy

1R ngULUUIRsELTRA N sa e
Service Level Agreement ¢ fwupliiinsmsavaeunis
Fulsziuguamvesszuvasaumadinalufiivesainm

niouresyuy

Secure system engineering

packages

Secure system architecture

and engineering principles

laifinsWaunszuulu

YDULIAN13VDFUTO

Secure coding

Ladfinsaunssuulu

YDULIAN13VDITUTO

System security testing

System acceptance testing

Security testing in

development and acceptance

Ladfinsaunssuulu

YDULIAN13VDFTUTO

Outsourced development

Outsourced development

Ladfinsaunssuulu

YDULIAN15VDITUTO

Separation of development,
testing and operational

environments

Secure development

environment
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