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a) Creates value

b) Integral part of
organizational processes

c) Part of decision making

d) Explicitly addresses
uncertainty

e) Systematic, structured
and timely

f) Based on the best
available information

g) Tailored

h) Takes human and
cultural factors into
account

i) Transparent and inclusive

j) Dynamic, iterative and
responsive to change

k) Facilitates continual
improvement and
enhancement of the
organization

Principles

Mandate
and

commitment

!

Design of
framework
for managing risk

Continual
improvement
of the
framework

Implementing
risk
management

Monitoring
and review
of the
framework

Framework

Communication and consultation

A4

l—> Establishing the context

Risk assessment|

F 3

:I Risk identification

h 4

Risk analysis

h 4

|

:: Risk evaluation

v

Risk treatment

v

Monitoring and review

Process
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dielinsussiduleniamsiiaturesmansaliimuaensuiivanuhasfuresnafntuilefinininss SwdeUssiiumimdsdusoudn q Midunanie
aunsafisuidsstunanisussdiundaiinun ausumemaniinsondaivaifiveansifinturesngnisaimudsuasUssifiufiianuasdusienal
suly hegratu mavssdiusoudl 1 Usesl 2566 mmsaiivhugnussiiuiisesdu 5 anefellenauinnin 3 adwioseutsudiu Weteifiersausingt
meiiﬁﬁﬂﬂénlﬁm%uﬂizmm 5 adwiod meﬁﬁ]guaﬁlmmaﬁ 2 vasd 2566 Unnginfivhufintuass 3 adiluseunsussidiuil 1 feduluseums

Uszifiui 2 Tenansiinuiedioaiansand 2 asdet (msnziinduluudn 3 as9) sdilenainiisesu 4
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ANzLIEmansfesdalitisensnsmMIsuanuduaaendvatsauma lned198e 1nsgiuana 1ISO/IEC 27001:2022 uagtiuiisn1uumsgd CIS

289N

it e atne’
IYNITNINTNITAMNNUANUAIANYTITTUIN
neftutlagtufe 1.0 (ellun1sersdinsmseiusounasguaing)

318M13U1RINIRIUAUUAIUaBASBaSaWmA (Statement of Applicability) AB31801511MIN1581989 Annex-A 399UIATFIUAINE
ISO/IEC 27001:2022 1nUszgnald anulufivsinglusienisuinsnisihantdlavedusulfufiudfuanidnuallunnsgiu

wleune wnufuianivualianie

v idledsingfin “ansgruszuumsdinns” vise “unsgiuszuunsdnnisanusiuasaonduansaumne” vsnefsnnsenadduds
L@Na13 PSU-ISMS-PR Lag019A50UARLAINTEIUsTUUNMIIAN1IANNIUAIUaeR S uansaume

o o o

Tunsdliiusngin Mss Tusrensuasns (Column: CONTROLS) Wiiiadfayasounqu fail

v 9

v unuiidhedndn ‘Information Security’ deninefannsnisinuanuiuasaendeasaumelaadenloinisdeniduinsnisaud
Mvualilunnnsgiu ISO/IEC 27001:2022 windinisldszuun1sdnnisnuinndt 1 ssuunisdansluewian Tvadunisiaiue
UNULNEMLNERITEUUNNTIANTOU & anudntgnutiwunly

TunsdlNndinisfuauinsnisegas (Sub-Control) TARa1sanld X’ 1ae X AoflauhandsuIuLInsnN1s8as 919 5.9-1 Fuduuinsnis

gouMNNIINUINTNITNANTINBWIIN WInsNITIuAnmualilunasgiu ISO/IEC 27001:2022

2013 CONTROLS CHANGE IN CONTROLS APPLICABLE JUSTIFICATION FOR INCLUSION ‘ IMPLEMENTATION DESCRIPTION/REFERENCE
2022 (Y/N) EXCLUSION BL RA

A5.1.1 Policies for information MERGE 51 Policies for MSS Y ] uIUUWULL;JUWHG\‘Sg 53UUN

security ¥ alinumuuleuIenis
Review of the policies for MERGE

information security
MSS roles and responsibilities
Segregation of duties

Management responsibilities 13 ! ment responsibilities

Contact with authorities 5. Cc with authorities

Contact with special interest 13 y Contact with special interest

groups groups
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CONTROLS

CHANGE IN
2022
NEW

CONTROLS

Threat Intelligence

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION
BL RA
)

IMPLEMENTATION DESCRIPTION/REFERENCE

MNBNUAANIUYIINTIINWUIBUA WU LAY

Yaoasieieados

Information security in

project management

Information security
requirements analysis and

specification

MSS in project management

Tassnssumaluladansaumavesmitisnu fvunlinos
milsiansinmanuiuasaenfoansaume Sududu
yilslunszurunsuimsianislasenis wagdmusliiingg
Ansgiiazimuaanudesnsduanuiunsasade
ansaumna diefinisdamszuuansaunalmivionmue

HOANTLUUANTAUNALAL

Inventory of assets

Ownership of assets

Inventory of information and

other associated assets

Iovhigyinswddunegmeldveunvassyuumsdnns
wagfiseumsnumuegnteslay 1 A3 lnedidw
UfiRnsudnduideansteyadudiveminddu

Acceptable use of assets

Handling of assets

Return of assets

Acceptable use of information

and other associated assets

Return of assets

Wvthiwsinaalalls
Suirdesneniunes
vizenswdaula q 3a
Lil@insvindesdiu

yindaula q

fuaulsuiedmsunsldnugunsaiansaumeuay
yningauiinetesiunssznanateyaluveuunves
STUUNNSIANTS ogmNnzan uay Murupuleunglunmsld

Nuninddudszaning 4 audiutunnuduvesteyatiy

Classification of information

Classification of information

fuansdndsuduamnududeyasiufiaitnsldnudeya

puERutuTeIteya

Labelling of information

Labelling of information

fvuansszytunnuduvesdoya

Information transfer policies

and procedures

Agreements on information

transfer

Electronic messaging

Information transfer

fvuninsweunsdeyamudduiuanuduvesdoya
nsdavhdyanshvianudu way Avuanisldnuuazds
doyarhuBuauaznisliimbunesiin dedsnussulam

wag LINE

Access control policy

Access to networks and

network services

Access control

fvuansaugumsindeya wazssuvasaumely
YaunvesszuunsIans i duluetamnzauuas
annsadfislfianizyanafifidvslunsditioviniu uay

fvuan1sAuAuNsnAaATeTIBYeIMEN I

User registration and de-

registration

Identity management

fvuanszuunslumsameeulfonda gy suluds
nszUILUMIUTUGsY wagnsaudnyddlddmiuninanud

Auaansvineu

Management of secret
authentication information of

users

Use of secret authentication

information

Password management

system

Authentication information

fundsnsuazaunsiER1Y Avuaiesiunisldonu
siaRueENUaanfiY LardnvinsTuuNISUIMIIANTS
swarumTupsUaensty sawdsivunliinsasu

G RIVE NG I ]

User access provisioning

Review of user access rights

Removal or adjustment of

access rights

Information security policy

for supplier relationships

Addressing security within

supplier agreements

Access rights

MSS in supplier relationships

Addressing MSS within

supplier agreements

nsTiansAm3Y account fne 9 axliansvhiisdusde

n1sURTRNuiY Anueseunsnsanuavdwas Uyl

gldau egnatios Yaw 1 A3e uazdmuanszuunsenidn

savUsuAsuavSsiddeayn ssuuasaumALasi
dnhauiiowinauduganisiu
Auniiuluuiglumsuimsdanisiliuinsmeuen 3
namfsmsmuanuisinnsglivinsmeuen uazdil
gliusnmeuensuiusiossunsu wazaruauny
sufsunisintodadieesigiamin uavsudovesdng
TaeyjafumnusunsUasndoansauna anudeiiomns
9303 UagAMAINUING
Jovdyaniudliuimsmeuendenseunauiieimundnu

AnuuAIUaRnfasaUNA

Service Level Agreement (SLA)

fvualimbenudlivinsiiddysesdnlilidyayisedu
UinsfiaensunisseRudyuinsiivienuiiliiugndn

lusgiicniian




CONTROLS

Information and
communication technology

supply chain

CHANGE IN
2022
2013

CONTROLS

Managing MSS in the
information and
communication technology

(ICT) supply chain

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL
)

RA

IMPLEMENTATION DESCRIPTION/REFERENCE

fvuauleuneliglivinisneuensiosaupugualiyu
473 (Sub-contractor) UfjiRmuuleuns swdstaufiviau
qinetesiumudiuaslasnfuansauma nsu3ns

AMUABLIBINNGSAA UAZNITINNITUING BENNATIATA

monitoring and review of
supplier services
managing changes to supplier

services

Monitoring, review, and
change management of

supplier services

fvualiinisinniu Ussdiuna saufiansiadeuns
Trusmsnngliuinisnisuen wagfmualidliuinig
meusnfosddinhenudiednsduiunsiudsundas

flonedsmansynusianisliuing

Responsibilities and

procedures

Assessment and decision on

information security events

Use of cloud computing
service
MSS incident management

planning and preparation

Assessment and decision on

MSS events

Taifilguins Cloud

Service Tuvauiun

fmusmihiluazmmsuinvey unsulfoilumsudl
Hymaiinsaififiatulussuunisinnis S198unasgu
SEUUNSIANTS
hvuanssuilamgnisaiiviniissyfeseiunnuuuss
UAYAILLIIAIY L‘ﬁ€!‘LZ'IIUﬂﬂﬂim?ﬂ]ﬂuﬁ’\ﬁﬁymﬂ&m@ﬁﬁiﬁ

wazgUnisal

Response to information

security incidents

Response to MSS incidents

fmuan1ssuliegUiinisallnefindfidifiunisuiletem
aumsdnasumudi wisudluazsausuvangiu

el dufinluuuuresuduiinnnsdanisginisal

Learning from information

security incidents

Learning from MSS incidents

fvuansnuniugUAnsainindy, awvgvesdyniiag

guRn1sal, Bnsudlowazdnhesdmuindndudenis

oo

= v 3 S leooa
iUiJBB"UWﬂ'ﬁﬂﬂuau'\ﬂ@lmﬁaﬂ'\ﬂi?ﬂﬁ]LLﬂzMUi:a‘V\ﬁﬂ’]W

Collection of evidence

Collection of evidence

fvuanuvnsdFngranslunasgiusyuunsinns

Planning information security

continuity

Implementing information

security continuity

Verify, review and evaluate
information security

continuity

Information security during

disruption

mhsnufinmaunuanudaiomiigsia wazsnesgu
i:uumﬁmmimmm‘atﬁawwﬁjﬁa Tngfiarsananu
fupsaonfvansaunadudunilmesuuuimsan
derdiosmgsia wisundoulng wisiusu nsinde
suisszuuiielirenadostuwueudoiomsgsia
LLa:ﬂ“wumfumauiumwmaauLmum’mm‘mﬁawwﬁﬁn

wazdinisvageuwsuiananegwdeslas 1 A3

Identification of applicable
legislation and contractual

requirements

Regulation of cryptographic

controls

Legal, statutory, regulatory,

and contractual requirements

susngnefifeatostunsuiuny sudssyd
whenudavidslisdumlfaenadesiungmne
fnanuazUulsiensngunglidulegiuegaliesd
av 1 a% lunsdliifinisdseandeyaiiisdoutsiunie
agunganzlunsidisviadeyadediieszingninsuas
susudinanneuntsdndsdoya Guusidunisufdinm

Adarma

ICT readiness for business

continuity

mhenuinisruunsinnsanueiliemegsn way

UHUANAABITDINEGIAY

Intellectual property rights

Intellectual property rights

fvuauleuelilfonulsunsufifdvavsuazgnngmung
wirthy uagdmunly wau. Svdnsiduniilusenis

agvanedidestinismsIamuUSulsslddutiagtiunnl
q gl Uy

Protection of records

Protection of records

Juiinfigndniiu deevserianeasuiRnudiiutu

anuduvesteyaluduiin uasaufiszesiianiingvane

fviun (E13)

Privacy and protection of
personally identifiable
information

Independent review of

information security

Compliance with security

policies and standards

Technical compliance review

Privacy and protection of
personal identifiable
information (PIl)

Independent review of MSS

Compliance with policies,

rules, and standards for MSS

Ufjiamnulsuienmsduasesteyadauyanaluseivesdns

fmualiiinisasaadszumeludulsydedaioslas
ads TnglinsiaUsadiudassilildnlfdudeiussuy
MIIANIT
fvualiiinisasaadszfiumeludusziegraoslay 1
ads TngldulovrsuazwnufiRvenmhemudunasing
Uil TneulsuisuaviunuiRmeni (s
ATFIURALTAANNATNTN) FBIABAARDIAD

WPsFIUENaTIiIBUYeSUNITUTE WY

Documented operating

procedures

Documented operating

procedures

davhienanstuneunsuiiRausiie q Afenudidg Tu
saimussuvansaumang iy dnlninisenstunasves

™

fefidutagtusorimualildiluwenasmeveniidrfiy

Screening

Screening




CONTROLS

Terms and conditions of

employment

CHANGE IN
2022
2013

CONTROLS

Terms and conditions of

employment

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL
)

RA

IMPLEMENTATION DESCRIPTION/REFERENCE

nszUIUMIIRIaraLdyaae yrainsliiuly

nuszdousy

Information security
awareness, education, and

training

MSS awareness, education,

and training

a¥unnuasvin mslinneg wasnseusiludosd
endoafuszuunisianis uasinasgiuanaliuntinau
agaiiane danslied anudilslussuunisdanis
Titunthauiiieades wasdniundngrumseusilu

STUUANSAUATBIDIANT

Disciplinary process

Termination or change of

employment responsibilities

Confidentiality or

nondisclosure agreements

Disciplinary process

Responsibilities after
termination or change of
employment
Confidentiality or non-

disclosure agreements

nszuIUMskazunadnem e lidulunusufeuves
S
fvuauleuiaiuduniuszivesinslunsuimsdans

wiinnuiidugansisnu vieinmsidsuudainisdnsnu

mhsnudnliinsawnudygmsedoanaswnunssnm

pnaduiiudiidaulddnde

Teleworking

Remote working

fvuaulsuienisauansUfuRnuaIatis
sveglnalasnisidnfessuuasorussuuiietesyeylng

anunsavildamedndavowintu uazkugunsal Firewall

Reporting information

security events

Reporting information

security weaknesses

MSS event reporting

mhenuiiemnisnenueiadesiazyndeunas

WMANS0IvERTEUUNSIANISHUN B Iav s LAY

Physical security perimeter

Physical security perimeters

fnusleuemsinwanuiuasaendomnamenin
Usg Wl AU uagiiuvesruddeya (Data Center) gn
YnnumeTagiiianasiuasuduss eandenisgniurinaty

annsadesiunsunsniaeditlilasueugala

Physical entry controls

Delivery and loading areas

Physical entry

findaseuy Door Access Lﬁaﬁ‘lumsmuammiwﬁuﬁ
ey wasquinsuiame’ finra CCTV fausiusian
maddiiney saufedauiiddymeludingy da
Uil miunssu-dmindauasaumna fu
yanameuen etlestumsiindmindduansaumeves

asnslagliilasuaynn

Securing offices, rooms, and

facilities

Securing offices, rooms, and

facilities

lunsdliilaiwuszuu Door Access siosdnliiinsdonsie
nayuakazauANN s dnuannIRNzyARaTilAsUBLR

GILTAC

Physical Security Monitoring

wtheiinsifszinnulasnduldsnienwkiuies

UfiRnuveadmii

Protecting against external

and environmental threats

Protecting against physical and

environmental threats

Andsszuuduimadluiiuiidiinem wazguddeya e

)

Josusefsie AnmaszuuuSuemeluiiuidninau uay

Auddeya iivemungumall ATNTY

v gl

Working in secure areas

Working in secure areas

fmuaunufiilunmsinmamiuaaendeasaume
mamemnlunisidldaauiivsevaulimnyauiu

USUNveEnTuwayALd1Agy

Clear desk and clear screen

policy

Clear desk and clear screen

fualifldnusesdoanineriosmeuiunesnnasuie

Tadlaldau

Equipment siting and

protection

Equipment siting and

protection

finnsdanegunsal uazlinnstlesiumanienmeeeiuag

Uaonsfie

Security of equipment and
assets off-premises
Management of removable
media

Disposal of media

Physical media transfer

Supporting utilities

Cabling security

Security of assets off-premises

Storage media

Supporting utilities

Cabling security

fvualitinsinumiuaUaenduvesgunsaliildnu
8guBNBIANT
fmuauloutenssnuanuiuasasnieasaumealunis

Tmidetuiindeyalvivuzaunmdiuiuvesdeyaiiog

Tudetuiindeya dfmuatureunshatedetuiindeya

aghuiunwasady ivunileuievuiedenstiuiindeya
ahsifunsaensdumudiduiuanusuresioya
fsvuutosfumsdumanvesnszuglyiii fil Generator
wazdlszuu UPS dmsudnglwenas seuu Fire alarm waz
smoke detector ¥ 9 ufiifsuinduuuiiede
Uszdagiiviewinny fiesmunugunsaianans
fimaduansliih uavanedeans wonsatusgnsdaeu

Tnslunsiiuaneaziuuusis panel suuuwuuls




CONTROLS

CHANGE IN
2022

CONTROLS

APPLICABLE
(Y/N)

JUSTIFICATION FOR
EXCLUSION

INCLUSION

BL

RA

IMPLEMENTATION DESCRIPTION/REFERENCE

wmsgIu dmsuanedeansarldanedyaauuvanednion

Tnmsgruniudszansamlumsivdsdeya

Equipment maintenance

Equipment maintenance

fualifinsugesnwmingduansaunesing q agn
aihiawe Welimindduansaumemmaiu annsavinuled

agwaiosnazegluanminfanundeuldou

Secure disposal or reuse of
equipment

Mobile device policy

Unattended user equipment

Management of privileged

access rights

Secure disposal or re-use of
equipment

User end point devices

Privileged access rights

fvualiiivleuievhatsgunsainusgiutunudu

fuauleviaiienunuvsetleaiugunsaldeanseila
WA 19U laptop WAz mobile phone uazfsmlviisden

whaeneufanes Wolildldnuszeznils

fvuanszuaunslumsuimsdanstygldnundandgs

0

Tnehvesszuuudrinundnslunsidifiioya wazld

Nuszuulunisusznanavemesaliesiigawini

udusionsufoRau (Access Matrix)

Information access restriction

Information access restriction

muaunsinfdeyaansauma wagszuvatsaumne T
Wuleghadunsasniiy wazanunsadisliamedilasu

UMY

Access control to program

source code

Access to source code

lifimsimunszuuly

YDULIANITVDIUTDY

Secure log-in procedures

Secure authentication

FnlilduneunisdszuvasaunaetisiunUasnsiy

Capacity management

Capacity management

finsulfnnu Capacity U995EUUNUANS 9 M55
?uﬂmmmmimaw%mmazmﬁﬂizﬂawaw?mi‘ﬁ

BN

Controls against malware

Protection against malware

fndslusunsutesiutauas uasdnangudoyatanas
agvainiane dwiuiesesuitneildssuuuiuinig

Windows

Management of technical

vulnerabilities

Technical compliance review

Management of technical

vulnerabilities

Auslifinsfionudoyatnansiieidestuasuima
windialuszuuasaumenig 9 aunumtoslwinianaiia
wazdszdiupnudssesteswimamadawaniy saus
ﬁwuﬂmmmimuﬂmaﬁuﬁaammwm?mﬁﬂna'm uay
Feruuesespeuiiumesilinssmanunaddmsu
Window OS lnednluih uazimumnnsnisnsiadeutes
Wiszuumeluladansaunelaglfiniosioaunu

(vulnerability scan) agdosdaz 1 ada

Configuration management

fualviinsieeszuvasaumeazgUnsaiag

Uaeasty daliinsdrsesnisen

Information deletion

T¥Bnsavuazyhaneansauwmanussiutuaudueg
wanzan unsaldumsasszuudjiRnselditas image

file vuIASEIABNAAADS

Data masking

diednuludesiinsdieandeyaliuiyananieueniiie
yuisanuauysaivesoyasgudiannnanguvestoya

vienauumedydnuaiduln 01fi X’ dieuatsdoya

Data leakage prevention

Falviinsidlseansdalvavesdoya

Information backup

Information backup

fvuanszuIunsdsesteyauasyitnisdisesdeya egw

alnave

Availability of information

processing facilities

Event logging

Protection of log information

Administrator and operator

logs

Clock Synchronization

Redundancy of information

processing facilities

Logging

Monitoring activities

Clock synchronization

TomuazRnsgunsaiuszananaansaumadises o
vimsinnsgunsailszananaansaumelilisyiuaanu
wionldnuilaenndestunudesnisngsiavesesing
wnsmtaiiu log fAedestuasesneuiiamesiiiu
svezaliiffosnd 90 $u wazassedeuihee e log il
avdumansaiRaunfvieisnssuiiasdeesasiiane
wazllaatunisiingia log angitlsilisuaugn wasdellyid
log YeaMsvhauBspuasEUUTidRY
fmaihsradanssuiiieatestumsliuins
Mg miuieausitne (Server) Taifuaios
ﬂauﬁ’sma%’umuﬂmﬁﬂumauL“um’[,ﬁnmmﬁwﬁwm
(clock synchronization) Imﬂéwﬁm'mLma‘wﬁasﬂanmﬁ

Udete

Use of privileged utility

programs

Use of privileged utility

programs

fmuaulouisnisldaulisunsuessausslend uagnis

fvuasensiieygelisinislinumieninss




CONTROLS

Installation of software on

operational systems

CHANGE IN
2022
MERGE

Restrictions on soft-ware

installation

CONTROLS

Installation of software on

operational systems

APPLICABLE
(Y/N)
Y

JUSTIFICATION FOR
EXCLUSION

INCLUSION
BL RA
)

IMPLEMENTATION DESCRIPTION/REFERENCE

N13AIVANNTSARRITENAISTUTEULTITUINIGTS iean

pudsaasissuuasaumdliuinstuina
Fome ansviauiiauni wielifemuniouldu
wagfmuaazdinnsAndwendus dmsugunsal

ﬂ’\iﬂuW\ﬂLLﬁtaﬂﬂﬂﬁLﬁ%aﬂﬂU YDINEBY

Network controls

Security of network services

Segregation in networks

Policy on the use of

cryptographic controls

Key management

Networks security

Security of network services

Segregation of networks

Web filtering

Use of cryptography

fvuaulouiglunsusmsdanisssuuiezetny
fvuauleuiglunsuimsdanissyuuiesetnauay
whweniedetgliamedmivypranesueniidinu lag
augmbidnduamzduneiiin lianansadndssuy
meluvosmisauld

WULENLASEYIBU 55UU Infrastructure, Network d1msu
Internet Facing Zone uag Internal Zone
finsuihseTansldau Internet vosdudiney
fvuaulouguazdermuslunsidisviadesys uasimun

ulsvnglunisusmsdanisneyuasia

Secure development policy

Secure development life cycle

lifimsmunszuuly

YDULIANITVBTUTBY

Securing application services

on public networks

Protecting application

services transactions

Application security

requirements

Taifinswmunszuulu

YDULIANITVDIUTDI

Application redundancy and

resiliency requirements

laifinswmunszuulu

YDULANITVBTUTBY

Application’s SLA

nsaldunslészuvansaumelusuiuy Subscription filsi

Wndeygyrdrsuguuuuinasguiisanusaiviun
Service Level Agreement ¢t fmunliinisnsaaeuns
Fuusziupunmuesszuuasaumatina uiifvesaa

wiouvesTTUU

Secure system engineering

packages

Secure system architecture

and engineering principles

laifinswmunszuulu

YDULIANITVBTUTBY

Secure coding

laifinsWaunszuulu

YDULINNITVDITUTEI

System security testing

System acceptance testing

Security testing in

development and acceptance

TaifinsWmwnszuuly

YDULIANITVBTUTBY

Outsourced development

Outsourced development

laifinsWaunszuulu

YDULIANITVDITUTEI

Separation of development,
testing and operational

environments

Secure development

environment

Separation of development,
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